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Singapore's cyber risk pool should be relaunched, says 

architect of last attempt 
DECEMBER 14 2022 by Blake Evans-Pritchard 

lnsights Cyber Reinsurance 

Peter Hacker, the cyber specialist that was 

behind Singapore's previous attempt to set 

up a cyber risk insurance pool, which 

ultimately failed to get off the ground, says 

that now would be a good time to make 

another attempt. 

Singapore launched the world's first 

commercial cyber risk pool in October 2018. 

The idea was to bring together reinsurance 

Singapore 

partners and the insurance-linked securities (ILS) markets to provide initial capacity of 

up to US$1 billion. 

But the initiative didn't work out as planned. 

''The cyber risk and cyber (re)insurance market and circumstances were fundamentally 

different in 2018. In fact, it was still a highly-profitable market compared to the last two 

years, with de facto little incurred frequency and not many [high-severity] cases publicly 

known," said Hacker, who used to be chief innovation officer at Ed Broking and now runs 

cyber specialist firm Distinction.Global. 

Hacker says that the project team "envisaged a highly dynamic and rapidly changing 

future cyber security landscape driven by access to proprietary threat intelligence". 

The prevailing belief was that past cyber security incidents would have little to do with 

future profitability 

"We predicted the market to grow exponentially, but at the same token forecasted 

significant frequency and severity," said Hacker. "As a reference point, experience 

suggests that material business interruption losses and ransomware cases should take 

between 15 and 24 months from the initial incident triage phase to its business impact 

and ultimately recovery implications." 

This meant that (re)insurers' balance sheet and income statements would be hit much 

later than people expected, according to Hacker. 

"The government and reinsurance association recognised this potential dilemma and 

were very supportive. They wanted potential threats insightfully modelled and 







insurance industry does a good job of risk incentivisation, and maintains good enough 

capital levels so that claims are paid efficiently, but the government is there as a 

backstop to make sure that firms don't go bankrupt," said Harrison. 

He added: "The structuring is really important to make sure that the market has the right 

dynamics. lf the market can get this in place, then risk pools will have a role to play in 

making sure that cyber cover is adequate going forwards." 

lt is surely time for the market to step up. 




